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Counterfeiters  and  criminals  are  working  hard  to  copy  your  products,  compromise  your  supply  network  and  steal  

your  trade  secrets  –  and  they’re  becoming  smarter  and  better-­equipped  with  every  passing  day.  The  good  news:  

It  is  possible  to  protect  your  brand  and  your  revenues.  This  whitepaper  illustrates  the  scope  of  the  problem,  

right  solution  can  provide  relief.

implementing  TÜV  Rheinland’s  recommendations.  Your  organization  can  enjoy  similar  success  –  if  it  chooses  

the  right  partner.

It’s  easy  money  –  and  getting  easier.  Illicit  trade,  including  counterfeiting,  grey  marketing,  fraudulent  returns  and  

piracy,  is  growing  seven  times  faster  than  its  legal  counterpart,  according  to  Dr.  Moises  Naim,  an  international  

One  reason  is  the  globalization.  More  goods  are  being  moved  through  more  countries  than  ever  before.  

not  severe  enough  to  serve  as  a  deterrent.

damage.  

By  the  Numbers

counterfeit  software.
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The  Human  Consequences

counterfeiting  to  fund  other  illegal  enterprises  –  and  they  care  

matter  if  the  toys  you  produce  contain  lead-­based  paints,  or  if  your  

dosage  due  to  repackaged  and  diverted  products?  

During  one  recent  investigation,  TÜV  Rheinland  agents  found  

brake  pads  made  out  of  compressed  sawdust  –  with  some  of  those  

formula  because  counterfeiters  used  powdered  concrete  for  color  

and  consistency.

products.

Overt  Solutions:  The  First  Step
Like  a  police  car  parked  on  the  side  of  the  road,  overt  methods  of  

Brand  Risk  Management  solution.  

distribution,  sales  channels  and  retail.

Adding  Covert  Solutions  for  Added  Protection
It  is  important  to  combine  overt  methods  with  covert  strategies  as  

Taggants  are  invisible  markers  or  codes  on  packaging  proving  

it  impossible  for  counterfeiters  to  replicate  protected  items.  That  is,  they  can  produce  products  that  appear  

identical  to  the  real  thing,  but  a  lack  of  the  proper  taggants  quickly  reveals  them  as  fake.  

Case  Study

Company  adopts  TÜV  Rheinland  

TÜV  Rheinland  began  an  intensive  

two-­week  project  for  one  of  the  

million  a  year  from  stolen  cargo,  with  

the  majority  disappearing  between  

and  interviews,  the  TÜV  team  

embarked  on  a  detailed  risk  analysis  

of  the  supply  chain.  This  part  of  

the  project  involved  two  weeks  

of  tracking  trains  along  the  route,  

looking  at  rail  stations,  fencing,  

urban  areas,  pit  stops,  and  trucking  

routes.  

Using  a  combination  of  international  

security  standards,  industry  best  

practices,  regional  legislative  

team  provided  solutions  to  secure  

the  supply  chain.
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printing  equipment.  They  have  no  functional  or  aesthetic  impact  on  the  

features  and  another  reader  for  Brand  Y  covert  features  and  another  for  

Brand  Z.

Covert  strategies  such  as  taggants  do  offer  several  advantages.  They  

they  deliver  a  high  degree  of  certainty  in  a  legal  manner.

Mass  Serialization:  Even  More  Protection

in  combination  with  mass  serialization.  Mass  serialization  and  cloud  

storage  are  effective  strategies  employed  by  TÜV  Rheinland  and  other  

Mass  serialization  involves  assigning  unique  numbers  to  individual  items  

With  taggants,  mass  serialization  takes  on  a  deeply  covert  aspect.  They  

are  added  invisibly  to  the  product  or  packaging,  but  can  easily  be  read.  

This  makes  them  very  dangerous  to  counterfeiters  and  anybody  in  their  

supply  chain.  

The  advantage  of  cloud  storage  is  that  it  offers  something  very  close  

product.  Combining  taggants  and  cloud  storage  can  escalate  security  

and  reduce  losses  substantially.

  

Conclusion:    The  Right  Solution  Equals  Strong  Protection

technology  and  skills  required  to  combat  a  growing  threat  –  your  

organization  can  successfully  protect  its  brand,  products  and  revenue.

Case  Study

Background:    Many  people  
believe  that  when  a  vehicle  or  parts  

are  purchased  from  a  legitimate  

retailer,  the  automobile  or  its  parts  

are  authentic  and  safe.  That  is  not  

may  be  counterfeit:  the  brake  pads,  

automotive  makers  was  recently  

counterfeit  brake  pads.  It  asked  the  

an  investigation  to  discover  the  full  

city  in  China.

Results:    TÜV  Rheinland’s  team  

investigated  offered  counterfeit  brake  

pads.  With  the  client  producing  at  

in  China,  TÜV  Rheinland  calculated  

that  the  minimum  size  of  the  entire  

true  market  volume  of  branded  brake  

pads  was  at  least  one  million  units  

(four  brake  pads  per  automobile).

Conclusion:    The  TÜV  Rheinland  

range  of  anti-­counterfeiting  solutions  

to  ensure  brand  risk  management  

and  protection.
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technology,  feet  on  the  ground  and  a  global  network  of  contacts  from  

which  to  gather  intelligence.  

overt-­style  solution,  then  adding  covert  capabilities.  Beyond  those  

two  high-­level  strategies,  below  are  some  capabilities  that  will  make  

a  difference.

Product  Authentication

through  the  distribution  process,  and  by  owners  and  end  users.  The  

right  tool  enables  organizations  to  detect  and  deter  counterfeiting  and  

diversion  wherever  and  whenever  its  products  are  found.

highly  customizable.  

No  system  works  unless  it  is  easy  to  use.  With  TÜV  Rheinland,  authorized  users  can  employ  a  mobile  phone  

Rheinland  database.  The  system  is  redundant  and  includes  emergency  fail-­over  capability.

Supply  Network  Security  Management

standard.

People  on  the  Ground  to  Gather  Essential  Intelligence
Technology  is  essential,  but  it’s  important  to  be  able  to  deploy  people  –  many  people,  if  necessary.  TÜV  

TÜV  Rheinland  works  with  licensed  investigators  who  combine  state-­of-­the-­art  techniques  with  discretion,  

tenacity  and  attention  to  detail.  They  have  the  skills  to  determine  who  is  counterfeiting  products  and  where  the  

fakes  are  being  manufactured  and  sold.  From  simple  mystery-­shopping  programs  to  multinational  investigations,  

the  right  partner  knows  how  to  quickly  obtain  the  information  companies  need.

and  criminal  enforcement  actions.  

Products  in  the  United  States

1.   Footwear
2.   Consumer  electronics
3.   Handbags,  wallets  and  

backpacks
4.   Apparel
5.   Watches  
6.   Computers  and  other  

hardware  
7.   Media  like  DVDs  and  CDs
8.   Pharmaceuticals  
9.   Jewelry
10.  Toys  and  video  games  
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Information  Security  Assessments:  Guard  Those  Secrets

points  in  security  controls,  policies  and  processes.  Beyond  that,  it  must  also  be  able  to  create  a  real-­world  action  

plan  to  protect  systems  from  unauthorized  use.  TÜV  Rheinland  takes  the  process  a  step  further:  It  supports  its  

recommendations  with  spot  checks  and  follow-­up  programs.  

Labeling  and  Marking:  Look  for  Covert  and  Overt

combined  labeling  and  printing  technologies  that  can  be  simply  and  cost-­effectively  added  to  products.  TÜV  

Rheinland’s  solutions  include:

protection  right  analyses,  patent  research  and  applications,  as  well  as  norm  monitoring  and  research.  Be  sure  

your  brand  protection  partner  offers  these  services.
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About  TÜV  Rheinland’s  Brand  Risk  Management  Service

social  responsibility  reviews;;  supplier  management  and  education;;  supplier  quality  insurance  and  inspections;;  

brand  asset  process  reviews;;  quality,  environment,  health  and  safety  audits;;  recycling  and  hazardous  substance  

reviews;;  and  product  performance  and  lifetime  simulations.

To  learn  how  to  protect  your  brands,  please  contact:

Bob  Driggers,  Business  Development  Manager,  Brand  Risk  Management

email:  rdriggers@us.tuv.com


